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 Modern software development: More  

– Tools 

– Risks 

– Confidence Needs 

– Tool Qualification 

 Different standards with different tool requirements 

– ISO 26262: Tool Confidence Levels: TCL 1, TCL 2, TCL 3 

– IEC 61508: Tool Classes: T1, T2, T3 

– DO-178C: Criteria: 1, 2, 3 

 Different Qualification Methods 

 

 

 

 

 

 Challenges 

– Technical: Qualify Eclipse platform 

– Organizational: Combine different communities 

– Economical: tool qualification for open source software “Pay per Qualification”?  

Motivation 

a No safety standard is fully applicable 
to the development of software tools. 
Instead, a relevant subset of 
requirements of the safety standard 
can be selected.  
EXAMPLE Development of the 
software tool in accordance with ISO 
26262, IEC 61508 or RTCA DO-178.   

Three weeks later 
DO-330 was 
published  
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DO-330 & Application Domains 

 

 DO-330 defines “Tool Qualification Level” (TQL) from 1 (HIGH) to 5 (LOW) 

 Integration of DO-330 into ISO 26262 could look like (similar for IEC61508,..): 

 

 

 

 

 

 

 

 

 

 Similar chapters exist in DO-178C and DO-278A 

 

 

DO-330-1.2.c: 

This is just a proposal, 
and needs confirmation 
for the second edition 
of 26262  
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DO-330 Structure (Example) 

 Structure of DO-330 
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 Model supports developer 

– Analyses 

– Consistency 

– Completeness 

 Documentation of the model 

– How-To Qualify  
model-based 
tools according DO-330  

– Tool Development Plan 

– Tool Verification Plan 

 Compliance to DO-330 

– Bidirectional tracing between 

• Model documentation 

• DO-330 

– Satisfies all 450  
DO-330 requirements 

Model-Based Tool Development  

Operational 

Requirements 

(Use Cases) 

Requirements Test 

Qualification 

• Requirements-Specification 

• Design-Specification 

• Test-Specification 

• Tool Analysis (TCL/PSAC) 

• … 

Generated Documents 

IDE 

User Guidance 
Analyses to determine 

• Criticality 

• TQL 

• Development State 

• Open Issues 

• Missing Links & Tests 

• Maturity 

• … 

Model 
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Example: Test & Verification Model 

 Relates test to requirements (TOR, TR, LLR) & implementation 
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 Control Status of Items 

Verified 

Pushed 

Merged 

Reviewed 

Modified 

{TQL>=3, 

Merged} 

{TQL<=2, Review OK} 

{Merged} 

{TestResult==Passed} 

ToDo {Conflicted} 

{Review NOK} 

{TestResult==Failed} 

{Conflicted} 
TQL-5:  

Status is 
Private 

(unchecked) 



Page 11 Validas AG 
Virtual Vehicle 

Tool Life Cycle “Maturity” for Tools 

 Combines the following DO-330 processes:  

– Planning (TORs) 

– Development (TR, LLRs) 

– Integration (Verification) 

– Configuration Management 

– Quality Assurance 

 Fits to existing development processes (Project process, Release Process)  
by extending them with a “Qualification Stage” 

 The following stages are defined (and can be determined automatically from the DO-330 
model) such that every release has a well-defined qualification stage 

• Unqualified-Pre-Alpha Release (“Undefined”): unknown qualification state 

• Qualification Alpha-Release (“Analyzed”): The TORs are defined and TQL is determined 

• Qualification Beta-Release (“Feature-Complete”): All requirements (TORs and TRs) are described 
and have traces to LLRs and Code 

• Qualification Release Candidate (“Verification Defined”): All required verification steps are 
defined. No open bugs of the category “Blocker” are available. 

• Qualification Release: (“Successfully Verified”) Verification has been successfully executed and 
are documented within the qualification kit 

 Transition Criteria are formally defined, based on the DO-330 model 
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Tool Life Cycle Transition Criteria  

 Defined in the “Tool Development Plan” 

 Required by DO-330-4.2.1, DO-330-4.2.2, DO-330-4.3.b 

 Quite formal definition (can be checked automatically) based on the DO-330 
model of the tool 

 Example (truncated): Transition to Qualification Alpha State (“Analyzed”) 
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Goals: Eat your own Dog Food 

 Demonstrate the concept 
 Refine the concept 
 Start a prototype for DO-330 qualification 

– Can be used to qualify any tool according to DO-330 
– Can be integrated into Eclipse (QPP) 

 First use case (TORFunction):  
– Compute the qualification state of a product based on the model as 

described in Tool Development Plan (Life cycle process) 
 First tool functions (TRFunction) 

– Validator for the model 
– Derived tool functions: Edit, Load & Save models 

 Steps (monitor effort): 
– Build a team (“Tool Provider”, “Validators”,…) 
– Set up the project (Eclipse, git, gerrit, bugzilla, DO-330 model) 
– Implement the tool 
– Qualify the tool 

 Milestones: see later slides 

This makes it applicable 
also to  other tools 

Well-defined  
(and small) problem 
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First Milestones 

M1: Initial team and process (status reports as part of WP5 telcos) defined 

– Tool Providers: BMW-CarIT, Validas 

– Validators: Validas, BMW-CarIT 

M2: Set up the repository with the following plugins 
– “model”: org.eclipse.do330.model: the do-330 model 

– “edit”: org.eclipse.do330.model.edit: the generated edit 

– “editor”: org.eclipse.do330.model.editor: the generated editor 

– “checker”: org.eclipse.do330.model.lifecycle.transition.checker: checker 

– “checker.ui”: org.eclipse.do330.model.lifecycle.transition.checker.ui: the checker’s UI 

– “product”: org.eclipse.do330.model.product: product for the prototype 

M3: Create DO-330 model files for plugins 

M4: Create TORs for each plugin in the 
 DO-330 model  

– Review them and model this using  
“VerificationData” elements 

 M5: Determine TQLs for each plugin 

 M6: Reach Qualification Alpha State for  
all plugin models (manual check) 
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Example: Review using Gerrit 

 

1. 2. Rate 

3. Comment 

4. Publish 
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1. Goals: DO-330 

2. Concept: model-based tool 
qualification 

3. Demonstrate & implement  
with an Eclipse Project: QPP  
(Qualifiable Plugin Projects) 

4. Qualify (selected) plugins 

 

 

 

 

 

 

 

 Summary: Qualification is feasible and qualification  
(based on current prototype) has been started (Demonstrator) 

 

 

 

 

 

 

 

 

 

 

 

 

 

Roadmap & Status 

Goals & 
Requirements 

Elaborate 
Concept 
for QPP 

Demonstrate
& Implement 

QPP 

Qualify 
Plugins with 

QPP 

Identified 

Status: Feasible  

and 100% of DO-330 

covered 
Started / Stalled 

Ready to start 

(Prototyping) 
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Development with Eclipse 

 Currently Eclipse does not support qualification 

 There is a road towards tool qualification for Eclipse, see 
http://wiki.eclipse.org/Auto_IWG_WP5 

 DO-330 has been selected as standard for Eclipse from 

– Automotive IWG 

– Polarsys WG 

 

 

New Extended Metamodel 

Current Eclipse 

Metamodel 

http://wiki.eclipse.org/Auto_IWG_WP5
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Vision: Eclipse Qualification Data 

 

Qualifiabe Features Qualifcation Evidence 

Qualifyable Features 

Available Features 

Enumerate all Features for which qualification information is available. Other Features  
shall not be used in safety relevant contexts.  

Supported Input / Outputs 

For the selected features specify the supported artifacts 
 
 

Errors 

For the selected features specify the potential error classes. 
The existing errors can be found at www….. 

Add Action 

Add Class 

Add Method 
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QPP Challenges 

 “Infrastructure - Connection between models” 

 

Requirements 

Eclipse Development Process 

Repository 

1...n 

Eclipse MMs 

Serive 1...n DBMS 

FileSystem 

1...n 

QPP MM 

QPP 
MM 

Documents 

Bugs 

Code 

m.m. 

Information 



Page 23 Validas AG 
Virtual Vehicle 

QPP Challenges 

 Workflow / Process enhancement 

– Guidance for Developers 

Repository 

1...n 

Eclipse MMs 

Serive 1...n DBMS 

FileSystem 

1...n 

QPP MM 

Verification 
Requirements 

Elicitation 
Architecture 

Design 
Implementation 

Tool Operational Requirements 

TOR Verifications 
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QPP Challenges 

 Traceability – Interfaces 

Repository 

1...n 

Eclipse MMs 

Serive 1...n DBMS 

FileSystem 

1...n 

QPP MM 

RM ConfigM IssueM 

TestM Review ChangeM 

Developer / User 

IDE 

Document 
Generation 

Tool Qualification Plan 

Tool Operational Requirements 

Test Cases, Test Procedures, 

Results, Documentation 
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Qualifiable Plugin Process 

 Instead of Qualifiable Plugin Project 

– No implementation project 

– No deadlines / due dates 

 Work on the roadmap “step by step” 

– Process refinement & DO-330 compliance => research? 

– Examples / Case studies: Driven by pilot users 

– Implementation / Integration: Driven by need 

 Coordination of the steps 

– Eclipse industrial working groups, e.g. AutoIWG WP5 Tool Qualification 

– Virtual Vehicle & Validas  
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Summary 

 DO-330 is a cross-domain tool qualification standard 

 Qualification benefits of model-based tool development 

 Demonstrated the visionary, model-based development 

 Eclipse-Roadmap towards qualifiable plugin projects (QPP) 

 Challenges: 

Technical: roadmap concept & demonstrator 

Organizational: Cooperation between industrial working groups 

€ Economical (open source): 

• Proposal: Pay per qualification kit application 

• Step by step: qualification infrastructure financing 
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Thank You! 


