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Motivation W "
» Modern software development: More
— Tools
— Risks

— Confidence Needs
— Tool Qualification

» Different standards with different tool requirements
— SO 26262: Tool Confidence Levels: TCL1, TCL2, TCL 3
— |EC 61508: Tool Classes: T1, T2, T3
— DO-178C: Criteria: 1, 2, 3

» Different Qualification Methods

a No safety standard is fully applicable
to the development of software tools.
Instead, a relevant subset of
requirements of the safety standard
can be selected.

EXAMPLE Development of the
software tool in accordance with ISO
26262, IEC 61508 or RTCA DO-178.

Table 4 — Qualification of software tools classified TCL3

Methods

1a Increased confidence from use in accordance with 11.4.7 ++ ++

1b Evaluation of the tool development process in accordance with 11.4.8

1c Validation of the software tool in accordance with 11.4.9

1d Development in accordance with a safety standard?

» Challenges
— Technical: Qualify Eclipse platform
— Organizational: Combine different communities
valdes A8 Fconomical: tool qualification for open source software “Pay per Qualificatioi”?

Virtual Vehicle

Three weeks later
DO-330 was
hublished




Content

Motivation

DO-330 Requirements
DO-330 Qualification Model
Demonstrator

Eclipse Roadmap

QPP

Summary

VvV VvV VvV VvV VvV v V9

Validas AG
Virtual Vehicle

A T4

N
S

<X
>

Page 4



DO-330 & Application Domains  {J °/

/

D0O-330-1.2.c: This document provides guidance for awborne and ground-based software. It may
also be used by other domains. such as aufomotive. space. systems. electronic
hardware. aeronautical databases. and safety assessment processes.

» DO-330 defines “Tool Qualification Level” (TQL) from 1 (HIGH) to 5 (LOW)
» Integration of DO-330 into ISO 26262 could look like (similar for IEC61508,..):

11.4.10 Development according to a Safety Standard

11.4.10.1 The DO-330 is the first safety standard that is fully applicable to the development of software
tools. It 1s based on Tool Qualification Levels TQL where TQL-1 is the most rigorous level, while TQL-5 is

the least one.
11.4.10.2 The mapping from the TCL to the TQL should depend on the SIL level of the system. The

mapping is specified in table 4.

D TQL-4 TQL-1 q q f‘ "

= TQL A ToL and needs confirmation
B TQL-5 TQL-3 for the second edition
A TQL-5 TQL-4 of 26262

Table 3: Determination of Tool Qualification Levels for DO-330

11.4.10.3 The tool operational requirements, which are the input for tool development according to DO-330,
should cover the use cases analysed in clause 11.4.4

Table 12-1 Tool Qualification Level Determination

» Similar chapters exist in DO-178C and DO-278A Criteria
Software Level ) 5 5
A TQL-1 TQL-4 TQL-5
B TQL-2 TQL-4 TQL-5
Validas AG C TQL-3 TQL-5 TQL-5
Virtual Vehicle D TQL-4 TQL-5 TQL-5




DO-330 Structure (Example) \/

» Structure of DO-330

Tool Life Cycle Processes

Tool Qualification Planning Process - Section —
—
Tool Development Processes - Section 5
—_— ——

Integral Processes

Tool Verification Process - Secfion 6

Tool Configuration Management Process -
Section 7

Tool Quality Assurance Process - Section 8

Certification Liaison Process to qualify the Tools -
Section 9

Tool Development Processes (5.2):
e Tool Requirement Process
e Tool Design Process
e Tool Coding Process
e Tool Integration Process

Tool Qualification Data - Seclion 710

Additional Considerations for Tool Qualification -
Section 77

Validas AG
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Model-Based Tool Development ;7

Model supports developer Operationa B -

— Analyses Requirements
(Use Cases)

— Consistency |

Qualification

— Completeness Requirements Test

Documentation of the model

— How-To Qualify
model-based
tools according DO-330

— Tool Development Plan

— Tool Verification Plan User Guidance  Generated Documents

Compliance to DO-330 Analyses to determine . Requirements-Specification

o . i « Criticality « Design-Specificati
— Bidirectional tracing between . 1oL . Tee;'_gs”pe(ﬂﬁﬁ;'tffn'c’”

e Model documentation * Development State » Tool Analysis (TCL/PSAC)
* Open Issues

e DO-330 * Missing Links & Tests S
o * Maturity
— Satisfies all 450 .- @
DO-330 requirements

Validas AG Page 8
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Example: Test & Verification Model \,

» Relates test to requirements (TOR, TR, LLR) & implementation

RequiredProjects

< =<enumeration ==
* Testtethod

REQUIREMEMNT _BASED
EQUINALEMCE_CLASS
BOLINDARY VALLIE
TRANSITION

LOGICAL _COMBIMATION
FALILT _INIECTION
INTERFALCE
PERFORMAMNCE
ERROR_GUESSIMG

BACK _TO_BACK

Ny VAV
rAr

D..*
LIsingProjects
H Project 0.1
: -
o Mame : EString - HTORs [ ]
= Mersion  EString
= TOL » TOL
o Yalidator : EString - H TRs H TooinerstonsiRequiamert
o MaxRiskLevel : RiskLevel = ID : ESfring
H verification < — Uzedssumptions | EBoolean i o Description @ ESring
o Status - ControlStatus o Status ;| ConfrolStatus
4 4
{ 0..*
D..* D..*
H “erificationData - 0 ToolRequirament
o Results @ EString 0. = 1D : EString <l
o Passed : EBoalean = Descrintion i
_ _ ption @ EString
= Yalidator @ EString N —— ., O Status : ConfrolStatus
= Date : EDate i 0.
0.* N L7
..
0..* o 0..* 0."
” Test”ase 0.* Lowl evelF.equirement
H Werificationtethiod —— ESEU’iﬂg E — ESh’iﬂgq
| oD ESIU’IH'H _ o Purpose : EString 0.* .* | =@ Description : EString [
0.%] = Mame : EString = Method : TestMethod = Status @ ConfrolStatus
= Description @ EString = Conditions ; EString | 0,.*
o Inputs  EString 1.*

|

H TestProcedure

= ResuliEvaluation : EString

o ExpectedOutputs | EString
o Status - ControlStatus

o.* g #*

+

1
H implemeaniationfefarance

= Mame @ EString
o Status | ControlStatus

A FANAN




{TestResult==Faliled}

Control Status of Items g

{Conflicted}

Control
Category by
TQL

112[3]4(5
OO NOING

{Review/NOK}

{Conflicted} TaL-s:

Status is
Private

{TQL<=2] Review OK} \_(unchecked)

Merged} Merged}

{TestResult==Passed}

Validas AG
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Tool Life Cycle “Maturity” for Tools ¢ “
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» Combines the following DO-330 processes:

Planning (TORs)
Development (TR, LLRs)
Integration (Verification)
Configuration Management
Quality Assurance

» Fits to existing development processes (Project process, Release Process)
by extending them with a “Qualification Stage”

» The following stages are defined (and can be determined automatically from the DO-330
model) such that every release has a well-defined qualification stage

e Unqualified-Pre-Alpha Release (“Undefined”): unknown qualification state
e Qualification Alpha-Release (“Analyzed”): The TORs are defined and TQL is determined

e (Qualification Beta-Release (“Feature-Complete”): All requirements (TORs and TRs) are described
and have traces to LLRs and Code

e (Qualification Release Candidate (“Verification Defined”): All required verification steps are
defined. No open bugs of the category “Blocker” are available.

e Qualification Release: (“Successfully Verified”) Verification has been successfully executed and
are documented within the qualification kit

» Transition Criteria are formally defined, based on the DO-330 model

Validas AG
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Tool Life Cycle Transition Criteria {J “

Defined in the “Tool Development Plan”
Required by DO-330-4.2.1, DO-330-4.2.2, DO-330-4.3.b

Quite formal definition (can be checked automatically) based on the DO-330
model of the tool

» Example (truncated): Transition to Qualification Alpha State (“Analyzed”)

e The Project has a nonempty Namee, Provider, Validator,
e The Project has a ControlStatus=R eviewed
e The Project has the following TORs specified (in a 7O R s container):
o At least one TOR Function defined. All TOR Funetion elements have
= nonempty /[
= nonempty Description
= ControlStatus—=Reviewed
o At least one TORContextdefined. All TORContexte
= nonempty /[

All TOR Function elements should have
e at least one PorentialErrorin the AnalysisElentents composition
. e Forevery potential error in the TOR Function which has an assigned mitigation
= nonempty Description heck/ - he shall b ifact flow (to/fi he mitication’
e ControiStatus=R eviewed (c 1ec rest:rlcthn) the shall be an artifact flow (tol 0_111) the mitigation’s
' - ' _ | TOR Function, if the mitigation’s TOR Function is different from the TOR Function
o Atleast one TOR Format defined. All TOR Format e £ the PotentialErvor
= nonempty ID oI the fHole n.f.:-'u ITor. .
e nonempty Descrintion e A set of “derived errors”, consisting of
Y ) . . . .
| p‘?’ XA IPEor o all errors (AnalysisElements of kind PorentialError) of the assigned
= ControlStatus=Reviewed _ . o
FunctionAttributes and
o all errors (AnalysisElements of kind PotentialError) of the ArtifuctAttributes
of the Artifuct are CreatedBy or ModifiedBy the TOR Function. Note that if a
TOR Function has several outputs with the same AstifuctArrribure element
assigned, than the errors of the drrifactdrribute are multiple times in the set
with a different /D) that refers to the 4r77fuct in which they can occur.
e Foreach derived error in the set there is either
o acopy of the Potential Evror contained in the TOR Funciion or
o another PetentialError contained in the TOR Funiction that subsumes the
derived error, 1.e. has the PorentialError of the AnalysisAttribute in the
association Subsumres.

Validas AG
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Goals: Eat your own Dog Food \J -

v

4

Demonstrate the concept
Refine the concept This makes it applicable
Start a prototype for DO-330 qualification also to other tools
— Can be used to qualify any tool according to DO-330
— Can be integrated into Eclipse (QPP)
First use case (TORFunction):
— Compute the qualification state of a product based on the model as
described in Tool Development Plan (Life cycle process)
First tool functions (TRFunction)
— Validator for the model Well-defined
— Derived tool functions: Edit, Load & Save models (and small) problem
Steps (monitor effort):
— Build a team (“Tool Provider”, “Validators”,...)
— Set up the project (Eclipse, git, gerrit, bugzilla, DO-330 model)
— Implement the tool
— Qualify the tool
Milestones: see later slides

Validas AG Page 14
Virtual Vehicle



First Milestones

v M1: Initial team and process (status reports as part of WP5 telcos) defined

— Tool Providers: BMW-CarlIT, Validas
— Validators: Validas, BMW-CarIT

v M2: Set up the repository with the following plugins
— “model”: org.eclipse.do330.model: the do-330 model
— “edit”: org.eclipse.do330.model.edit: the generated edit

— “editor”: org.eclipse.do330.model.editor: the

generated editor

— “checker”: org.eclipse.do330.model.lifecycle.transition.checker: checker
— “checker.ui”: org.eclipse.do330.model.lifecycle.transition.checker.ui: the checker’s Ul

— “product”: org.eclipse.do330.model.product:
v M3: Create DO-330 model files for plugins

v M4: Create TORs for each plugin in the
DO-330 model

— Review them and model this using
“VerificationData” elements

» M5: Determine TQLs for each plugin

» M6: Reach Qualification Alpha State for
all plugin models (manual check)

Validas AG
Virtual Vehicle

product for the prototype

r- —

File Edit Do330 Editer Window Help

! PPP.do330 2 = O | & Proper
™ Resource Set Property
a4 @ file/C/Users/slotosch/Desktop/PPP.do330 Attrib
a 4y Project org.eclipse.do330.model.product Descri

4 < TORs ID
<= TOR Function Tool for Transition Criteria Checking Input
< TOR Format de330 models Inputs
< Project org.eclipse.do330.model Outpr
4 Project org.eclipse.do330.model.edit Status
4 Project org.eclispe.do330.model. editor Test C
. 4 Project org.eclipse.do330.model lifecycletransition.checker Tool [
4 < Artifacts Tool F
< Artifact DO 330 model Verific

Selection | Parent | List | Tree | Table | Tree with Columns

Selected Object: TOR Function Tool for Transition Criteria Checking




Example: Review using Gerrit

) Chonge 10930230, Added rieace Requrements o comea e (@) Change 108381830 - Patch Set 1 Publish Comments | qpp bmw-carit Code Review - Mozilla Firefo

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

=z Change I0838f830: Added Interface Requ... | +

6 3 & https://qpp.brow-carit.de/gerrit/#/c/13/1

Al | My | Admin
Changes Drafts Watched Changes Starmed Changes

Change-ld: |0835/30818c085cHTfebdc5380b032522d019d
Owner Oscar Slotosch
Froject app
Branch master
Topic
Uploaded Aug 14, 2012 3:24 PM
Updated Aug 14, 2012 3:24 PM

Siafus Review in Progress
Permalink

* Need Verified
* Need Code-Review

MName or Email or Group

> Dependencies

Old Version History: EBase -
¥ Patch Set 1 23c01d16efTbel28236c0Tb0f4537 06aed8eedch
Author Oscar Slotosch <slotoschi@validas.de> Aug
Committer Oscar Slotosch <slotosch@validas.de> Aug

Pa_reans) 23falc42217e228e48652b55fhe 77 0e722c344F

checkout | pull | cherry-pick | patch

Download —— fetch ssh://oscar.sTotosgiagpp. b
1 Review | bandon Change | Rebase Cha
[ ]

4 Commit Message
M org.eclipse do330.model/plugin.do330

Validas AG
Virtual Vehicle

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras  Hilfe

== Change I0838f230 - Patch Set 1: Publish ... | 4

é @ https//qpp.bmw-cant.de/gerrit/#/c/13/1, publish

Al | My | Admin |

>
\Eﬁi
Y

Draft Comments

(]
T
m
(1%

Changes Drafis Watched Changes Stamred Changes

Change 10838f830 - Patch Set 1: Publish Comments

Change-id: 10835f830818c085cfTfebdcb264b03292ad019d
Owner Oscar Slotosch
Project app
Branchh master
Tapic
Uploaded Aug 14, 2012 3:24 PM
Updated Aug 14, 2012 3:24 PM

Siatus Review in Progress

Permmalink

@ +1 Locks good fo me, b ecne alse must approve

2.'Rate

—+ =1 | would prefer that you dig

submit this

I like my propoc3als

3. Comment

Commit Message
Added Interface Requirements to connect to Gerrit and other tools

Change-Id: I0&38f830818cO9scfTrTeb4csIedb0zz292ad0o1od
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Roadmap & Status Lo X

1. Goals: DO-330

Concept: model-based tool
qualification

& implement
with an Eclipse Project: QPP
(Qualifiable Plugin Projects)

4. Qualify (selected) plugins

Elaborate Demonstrate Qualify
Goals & . .
Requirements EonceRt & Implement Plugins with
a for QPP QPP QPP

Status: Feasible

Identified and 100% of DO-330 Started / Stalled Ready to start
covered (Prototyping)

» Summary: Qualification is feasible and qualification
(based on current prototype) has been started (Demonstrator)

Validas AG Page 18
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Development with Eclipse

V 4
\ ¥ 4
<M

Currently Eclipse does not support qualification

There is a road towards tool qualification for Eclipse, see
http://wiki.eclipse.org/Auto IWG WP5

» DO-330 has been selected as standard for Eclipse from
— Automotive IWG

— Polarsys WG New Extended Metamodel
Operational - - — s Qualif
- Requi t B A -
Current Eclipse (Do Cacen) -. cation
Metamodel

equirements Q.

Eclipse Project: Test

Qualifiable Plugin
Projects (QPP)

Architecture

"

Code

Integration

How-To Qualify Tools Requirements-Specificatio
according DO-330 Design-Specification
Tool Development Plan Test-Specification

Tool Verification Plan Tool Analysis (TCL/PSAC)


http://wiki.eclipse.org/Auto_IWG_WP5

Vision: Eclipse Qualification Data %

=, Qualifyable Features]

Available Features l

Enumerate all Features for which qualification information is available. Other Features
shall not be used in safety relevant contexts.

p ﬁ Use Case Make:Make All (TCL1) Add... j
s ﬁ Lse Case Make:Make Clean (TCL1)
s E Use Case Make:Make Executables (TCL1)

s ﬁ Feature Make:Call Tools (TCL1)

. 4 Feature Make:Dependencies (TCL1) Add Action

Add Class
e

Add Method

| Total: 6

Overview Dependencies Runtime Extensions | Extension Points | Build | MANIFEST.MF | plugin.xml | build.

Validas AG
Virtual Vehicle
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Supported Input / Outputs I

For the selected features specify the supported artifacts

‘@) Artifact Coverage Report:5VNFile

@J Artifact Executable

 Artifact Library:SVNFile

) Artifact Logfile:SVNFile
@) Artifact Makefile:5VMFile ]
€ Artifact Mapfile

€ Artifact Object Code

| Errors ]

For the selected features specify the potential error classes.
The existing errors can be found at www.....

operties Qualifiabe Features] Qualifcation Evidence l

- & Error Make.Make Executables:Make Builds Wrong Binary (HIGH)
& Error Make.Make Executables:Make Modifies Data (HIGH)
& Error Make.Make Executables:Old Binary Unchanged (HIGH]
49 Inferred Feature Error Make Used Wrongly in Call Tools in Make Executables (HIGH)
& Inferred Feature Error Make Used Wrongly in Dependencies in Make Executables (HIGH)
& Inferred Feature Emmor Moke Used Wrongly in Dependencies in Make PIL in Moke Executables (HIGH)
49 Inferred Feature Error Moke Used Wrongly in Dependencies in Make 5L in Make Executables (HIGH)

Page 20
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QPP Challenges & ~g;::§§r

» “Infrastructure - Connection between models”

Eclipse Development Process

Validas AG Page 22
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QPP Challenges

» Workflow / Process enhancement
— Guidance for Developers

Tool Operational Requirements

|
)b > > D 4

Tool Life Cycle Processes

Tool Qualification Planning Process - Section 4

Tool Development Processes - Seclion 5

e

Integral Processes

Tool Verification Process - Section 6

Tool Configuration Management Process -
Section 7

Tool Quality Assurance Process - Seclion 8

Certification Liaison Process to gualify the Tools -

Section 9

Tool Qualification Data - Section 10

Additional Considerations for Tool Qualification-

Section 17

= Eclipse MMs

y L WA

\’ V\V
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QPP Challenges O ~g;::§§r

» Traceability — Interfaces

Tool Qualification Plan

 am | confiem || isuem | |
Tool Operational Requirements
' Review || Changem || D |

Test Cases, Test Procedures,
Results, Documentation

Eclipse MMs

Validas AG Page 24
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Qualifiable Plugin Process 4

» Instead of Qualifiable Plugin Project
— No implementation project
— No deadlines / due dates
» Work on the roadmap “step by step”
— Process refinement & DO-330 compliance => research?
— Examples / Case studies: Driven by pilot users
— Implementation / Integration: Driven by need
» Coordination of the steps
— Eclipse industrial working groups, e.g. AutolWG WP5 Tool Qualification
— Virtual Vehicle & Validas

N
"l

Validas AG Page 25
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Summar N
Y W 5

» DO-330is a cross-domain tool qualification standard

» Qualification benefits of model-based tool development

» Demonstrated the visionary, model-based development

» Eclipse-Roadmap towards qualifiable plugin projects (QPP)

» Challenges:

v Technical: roadmap concept &
v Organizational: Cooperation between industrial working groups

e Proposal: Pay per qualification kit application
e Step by step: qualification infrastructure financing

Validas AG Page 27
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Thank You!
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